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T7ANDERNRDODETEDVAVEINRTSNET
[OK}&EI)YILET,
Self-Extracting Archive X

o Successfully completed the operation.

A

AirMagnet WiFi Analyzer Setup >

AirM agnet Welcomes You

Welcome to Airkd agnet Setup program. Thiz progra will
inztall Airtd agnet 'WiFi Analyzer on vour computer.

AirMagnet
WiFi Analyzer

Cancel |
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FAEVRAEFETY , SRRV =FZEXBLITNIELL Yes JZEIRL TZELY,

Airfagnet WiFi Analyzer Setup >

mnetAlly | AirMagnet WiFi Analyzer

Fleaze read the following license agreement. U se the scrall bar to view the rest of the
agreement.

|
GEMERAL TERMS AND COMDITIOMS
[+01-0ct19)

Thesze General Terms and Conditions ["General TECs"] are by and between the legal

entity get forth in the applicable Order [M'Company'’], az further defined below, and setz

forth the terms, conditionz, rights and reztictions for which LinkFunner, LLC d/bta

Metdlly, and any of its subsidiaries and affiliates [caollectively or individually refered to as
"Metally™] iz willing ta zell devices [‘'Hardware"] and licenze Metdllyss proprietary zoftware,
az well az any firmwware residing on such Hardware, ["Saoftware"'] [The Hardware and W

Do you accept all the terms of the preceding License Agreement™? IF pou Frint
chooze Mo, the zetup will cloze. Ta install Airkdagnet Wik Analpzer, you must =

accept thiz agreement.

¢ Back Yes MNao |

AVAR=ILEDTHIVE —FEIRLET,
ELXABIFNIET IAILEDFE [NEXT > 1 20y ILTLEELY,

Airfagnet WiFi Analyzer Setup >

mnetAlly | AirMagnet WiFi Analyzer

Setup will install Airbd agnet WiFi Analpzer in the following folder.

To inatall to this folder, click Mest. Toinstall to a different folder, click Browse and select
another falder.

D estination Faolder

C:h. i agnet Inc. ik agnet Laptop Browse...

Cancel |
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AVA—=ILDHETERLTWET, [Cancel] TH5EFWLTLEVNET DOTIEFETIL,
Airfagnet WiFi Analyzer Setup >

MnetAlly | AirMagnet WiFi Analyzer

Airtdagnet "WiFi Setup iz performing the requested operations.

C:h . wairkd agnet [ne. \airkd agnet Laptophhwindirkd agnet. exe

|

InztallShield

Cancel

ZM1& Visual C++%° Report Viewer LEMANDED 21— IILDBAHLIEFEY  KFFEOEERNRRSNETTD
T#EE [OK] GEED)v LTS,

COFIARA VT I FPEA A —ILLETH?

28 AirMagnet = DJ—2 JORIJL
-4, F{T7T: Netscout Systems Inc

l:‘ "Netscout Systems Inc” 7'5OY I I FZ&E ‘ A A =)L) | l A A =L LIRLN)

H(CIEETB(A) R
¢ SEIBIERITRNSOESAIN— VI RITFPOHEA VA R—ILLTLREEN, 21> A F—ILTEBTIAR
VT oI PRSI BT

TROELIERRNHIZIFE (E[Retry]E ) v I L TIZELY,
[ Locked File Detected ﬁ1

An option wou selected requires that files be installed to or
uninstalled from your system, or both. A locked file,
C:¥Program Files¥hirMagnet Inc.¥AirMagnet

Surveyor¥heciol idiodeler. dbx, was found while performing the
needed file operations. To leave thiz file as it iz on wour
zystem, click the Ignore button; to retry the file operation,
click Retry; or to perform the operation when wour zwstem iz

[ Don't display this messaze :

Reboot Iznore I Retry i! Cancel
N\

Ad
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AVRAP=ILDE T T HETRDIIBEEMSRTEINET, [Finish] 20J)vILFET,
AirMagnet WiFi Analyzer Setup

AirM agnet 5etup Complete

Important Maote: Make sure you have the 'Wi-Fi adapter inztalled [uzing the
driver/client utility package provided by &irkd agnet or the ‘w'i-Fi adapter vendaor)
—_— and inserted into the PC before running the application.

AirMagnet
WiFi Analyzer

<Back | Finish Caricel
S o A}
tDOBELED1—ILEARAM—ILLET,
Cuestion
Do you want to install the 3rd Party Decode Engine?
LA (1) |

A )

15 3rd Party Decode Installer - x

Welcome to the 3rd Party Decode Installer Setup
Wizard

The installer will guide vou through the steps required toinstall 3rd Party Decode Installer on pour
cornputer,

WARMIMG: This computer program is protected by copyright law and international treaties.,
Unautharized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penaltiez, and will be prosecuted to the masimum estent pozsible under the law.

Cancel < Back

"N
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IERAY =TS TAV A= ILEEDFET

ﬁ 3rd Party Decode Installer — >

Select Installation Folder

The inztaller will install 3rd Party Decode Inztaller to the following folder.

Toinztall in this folder, click "Mext”. Taoinztall to a different folder, enter it below or click “'Browse"'.

Enlder:
C¥Program Files (x36)¥AirMagnet Inc¥birMagnet Laptop¥ SrdPar Browse...

Dizk Cogt...

Ihztall 3rd Party Decode Installer for wourzelf, or for anvone who uses this computer:

() Evervone
(®) Just me

Caricel < Back

ﬁ 3rd Party Decode Installer — >

Confirm Installation

The installer iz ready ta inztall 3rd Party Decode [nstaller on your compter.

Click "Mewt' to start the ingtallation.

Cancel < Back

10
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ﬁ 3rd Party Decode Installer

Installation Complete

-
B

Jrd Party Decade Installer haz been successfully installed.

Click "Cloze" o exit.

Cancel ¢ Back

S

SR /A DOBEHEERSNIGZELHYET .
ZOBRIEMD T T ) r—av HBNTVSBE(FR T L TIAZRELG I 7AILIEHRFEL TS,

Windows A=a1—I[Z AirMagnet 74 LA —DMERLS . F D HIZ WiFi Analyzer PRO I B AMERIEShET,

, AirMagnet
() AirMagnet WiFi Analyzer PRO < - - - - ” AirMagnet WiFi Analyzer PRO"Z=4TLET,

*L Policy Reference

*L Release Notes
T User Guide €-------------- BEXOI—F—HAFEIRRAR)ERRLET,

& WiFi Analyzer Update Tool

“WiFi Analyzer” X2”WinAirMagnet “&ER TSN B ELHYET,

@ WiFi Analyzer

11
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HENEIIC MAC 7RL RE &R L 1= USB 74 T4—% PC ITHEL TTFSLY,
USB 7H TA—%RHETHETH I MINDIIEELHYFET .

VIR T THR T ETUSB 7H T2—(EIRAELTZELY,

Windows RAA—kA=a—m 5 “AirMagnet” A4 JLE—D "AirMagnethiFi Analyzer PRO #ZETLET,

-

, AirMagnet -

———
—
.
-~

-
-
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T4 Policy Reference

*L Release Notes

L User Guide

¥ WiFi Analyzer Update Tool
AV A= IVERF AU ANFLBESNTOERADT, FREOSSTEEAHET .
[OK 1&V)v oL TEDH TS,
License Mot Found Pt

9

i 1 Mo license found. Click "CK' to install a new license(s) or 'Cancel’
"L to exit application

Frtl

SAEVADIEEIEZITEHUO—KF BHZE MyAirMagnet MSERIIZSA U RAESHoO0—KLT
TS50 XT5HEDNEYET,

FAEVREFHIST VU A—RLTVENMEE LMLV RTFAIBED13 R—I),
SAEVREZHUA—RLIGRIESA BV RIEEQ(15 R—I)NEA TS,

12
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S4BV RTFAIARED
[ Download a license file from airmagnet.netscout.com. ]ZEIRL[ NEXT > ] #9UvoLET,

" AirMagnet .
|

mnetAlly | AirMagnet WiFi Analyzer

To activate Ailbdagnet zofbware, a valid icensze file must be installed. There are bwo options
for obtaining this license file: download from Aitd agnet's web site or from your local
machine[where the icenze file has been previously downloaded).

Please zelect the appropriate optiong below;

&+ Download a licenze file from enterprise. netscout. com

r&wse far a licenze file from lacal machine.

Airkdagnet [nztallation

< Back | Hent » . Cancel |

[Tie AirMagnet software to a supported Wi—Fi adapter: 12 &IRLL NEXT > ] &9UvoLET,

AirMagnet

] - I -
L

The At agnet software must be tied or "licensed" to a piece of hardware such as a laptop
PC ar a removable \Wi-Fi adapter.

— Pleaze zelect the appropriate option below:
™ Tie Airbd agret software to your computer [Recommended);

Select thiz option when pou will uze the Airbdagnet zoftware on a single
designated PC [this computer), but may uze different Airlkdagnet-supported Wi-Fi
adapters [pleaze zelect wired Ethernet MAC addresz anly).

" T le Art agnet software to a supported 'Wiki adapter!

lect thiz option when you will uze the Airlkd agnet zoftware on multiple PCz, but
wit only uze one designated Airtd agnet-zupported */i-Fi adapter. Fleaze note
that thiz "Wi-Fi adapter will need to be inzerted in the PC to run the Ailkd agnet
application,

Supported Adapters List

Airkd agnet Inztallation

< Back | Mest > Cancel |

13
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MyAirmagnet TEERLI= )T ILFoN—=EL YT IILF—2AALET,

[Adapters] C[Edimax AC1750 Wi-Fi USB Adapter]&ERLET . MAC PRLRIZBEITAISNET,
Z4ELT- MAC PRLRERTEINTLVS MAC ZRL AN RLEVN G LA BFEMNDLFEELY,
RELVRITHIELNEXT > ] 9w LET,

mnetAlly | AirMagnet WiFi Analyzer

Fleaze enter the serial number and zerial key provided inzide the At agnet Mobile
package box OF from pour "My Ailtagnet” accaunt fram airmagnet. netzcout, conn,

— Pleagze provide Airkd agnet license infarmation

Serial Mumber : |m 150 ) |1 2345678

Serial Key IE'ltI1 2 ; ICd34 . IBfEE

Adapters | Edimas 4C1 750 w/i-Fi USB Adapter |

MAC Address |74 o |DA o|38 . [F0 ;|90 .18

Canniot Find My Card |

mnetAlly | AirMagnet WiFi Analyzer

Your Licenze hagz been successzfully downloaded and installed. “'our Gold support contract
has been activated for thiz zenal number automatically.

Airkdagnet [nztallation

D& IR IITHEREILET,

17 R—=IA~
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SAEVRITPAIVEEER

_ Browse for a license file from machine. ] Z3Z{RL [ NEXT > ] ’é?')“}?bio

Mly | AirMagnet WiFi Analyzer

To activate Aitdagnet software, avalid license file must be installed. There are twa optians for
obtaining this license file: download from Airtdagnet's web site or fram wour local machine(where
the license file has been previously downloaded).

Flease select the appropriate aptions below:

(" Download a license file from enterprise.netscout.com
(@ Browse for alicense file from local machine.

"N

Airtdagnet Installation

< Back Cancel |

[ Browse...] 299yl 54 R I7AIVEREL-D4ILE —Z8IRL.

AV RT7AIVEEIRL TSN,

.- AirMagnet X [

netAlly | AirMagnet WiFi Analyzer

Flease provide the path where the license file( for example: A1234-12345678 lic) is located

Browse.... |

Airtdagnet Installation

< Back Next > Cancel |

=

A1150-02688888.lic
LIC 71l
.50 KB

A4 RT7AIL

15
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BT HETERDIILEREIZIEYET , [NEXT > ] 209 ILTEAEA TS,

Airagnet x

mnetAlly | AirMagnet WiFi Analyzer

Your Licenze haz been successfully downloaded and installed. “vour AllvCare suppart
contract has been activated far this serial number autamatically.

Airbd agnet Inztallation

sk [

Cancel |

CDE VIR THEBILET,

17 R—=IA
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TR S LNEBLET,

VIR T7DREIFPICTEEOIILEEAH-IGE I
“Edimax AC1750 Wi—-Fi USB Adapter” Z&iRL TLIZ&LY,

A| r M ag net Selected AirMagnet Adapters
WiFi Ana |yze r Aidagnet haz detected more than one adapter prezent. Flease select adapter(z) fram the lisk

Card Mame

Ll:l;aljir'lg driver ...
Cancal_|

~

FROLIGAE—SHRRFENFIEE . SMEVRITBDIFENT- USB THTA—H
BESNTUELD, TASRES A NA—RERITHEL TGN EREZSNET,

-
AirMagnet

@) No AirMagnet wireless LAN card detected.
1) Please check that an AirMagnet-supported wireless
card is inserted.

2) Please make sure an AirMagnet-supported wireless
card is properly installed using the card vendor's installation
package.

If you have any further questions, please contact AirMagnet
support.

USB 7R TA—MDIKREZELERYIR T & Windows NIEEE ICHELAZVWE SILHYET,
WoKYEBEBZHITTHADUSBTHTI—FBAL. THRNARRSTAN—DEFBMNESET,
LIESKBFEEVRICYIFIZTERH LTS,

Windows DB EELEZFZT>TEH. TNAARTFAN—PNEEICHELLWVG & (E.

USB 7 7 A—DIERECHRB VW EEEEELRADODNEISEEBEERSA/\—0
\4.‘/7\%—)[/&?70((7“:3[,\0 J

17
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@ VIrzT7EIMISAEET

Windows RA—kA=a1—H5 “AirMagnet WiFi Analyzer PRO”( AirMagnet) Z=ETLET,

@ WiFi Analyzer R

-
¥ "No valid license...” % E D RN HE DG EFNED AV RT7MILDE AN 1Z SRS,
¥XUSB 7A TA—%HEH LI-FFE Windows ZHEBILT-15 A . AirMagnet RS/ \—,DEFEZHS5FEL

WHEWMEELRHYET, TDIHEE.USB 7EAT4—EmMYsS L. BEERL TS,

X FET=. AirMagnet YV IRE# T 9 [C Windows vy 309 5L USB FSA/—DELRELA
FETLREREEILGEDIEE N HYET . TDHEEIE. RS /N\—ZFHIBRLT. B/ RX—LL
TLZELY,

\ J

LT, —fRR7GAIEZHIZERBALES

@ B Kbl F v RILDETE

A=2—0[ Configure ] Z:E&RL.BREF (7O %

HEET,

[802.11] #T%EBIRLET, "Japan” Z#ERL [OK] #H)vIL—BEALET,

5 AirMagnet WiFEi Analyzer PRO — LiveCapture [My Profil
iRle~ | 24/56H N @< (dor | B 0 @ | @ | |
Start - | D ashboard @
[:irMagnet C-onfis @

i 1 80211 | g
| Profile | Genel LL-_J‘ Iter

| Scan || Address || Site Information | AP Grouping | Gustom |

‘ou muzt configure a Windows Wireless Network in the wireless card
Metwork Properties.

[ Mew...

[ Galibration .. |

[ ok [ Fevba |

18
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@®Navigation Bar

Ll| start| Start

AR ETD Navigation Bar 745
[ Start] Z:&RLFET,

- —
~
- N

W ¥ 5 @ W EES 2

Py
T

Scan 2.4GHz Channel:(7) (20 MHz)

—_—

ORF Signal Meter

EEDIAIEIIEF v RN DESERTLET,

Signal Lewel[dBm) 240G 1bdgéin)

i 2 3 4 7 & 4 10 11 13

24GHz (EBY) 5GHz(TFER)

BFYURILDETSTDRIEITRERLTVET,

FE/BEH: AP(TUEARAVIMERSTALLLITEANRHESINIHE
FE/BEE FYyoRLBTHFREHERIALOTO-TYH/I R REESN-1BE

Signal LewelldBm)  2.4GHz(802.11b/g/n) &3

5 B ¥ 8 9 10 11 12 13

80 A 100 104
10 (® signal level on channel : 1 (&) signal level on channel : 40
J AP/ST Operating on channel : -57 B AP/ST Operating on channel : -43
B cross-channel Interference/ST probing : -57 B cross-channel Interference/ST probing : -43
B Noise detected on channel @ -100 B Noise detected on channel  : -100

19
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RF Signal Meter Qi X%~

RF Signal Meter 7 57DA LIZCHAIRENDTAAVED)vITBEKRERRLET .

T R e AL =]  Signal Level [dBm] {EBMIAE

1 2 3 4 5 8 7 & 9 1011 1213 14

Noise Level(dBm)
¥ Edimax AC1750 Wi-Fi USB Adapter TlER TSN EH A,

1 2 3 4 5 8 7 & 9 1011 1213 14

Signal/Moise(dB] Signal / Noise (dB) S/N Lt

) *Edimax AC1750 Wi-Fi USB Adapter TI&&RRSNFEE As
I I CZ DRI Signal Level ERLIZHYET,

ains 00

3 4 5 ¥ 4 9 0 11 12 13 14

Ill
1 2 3

] Irberferer & Interference Scores FiHEXa7
(FE XX UserGuide M “Interference Scores” DIEZZSRBLFEE0Y,)

1 2 3 4 5 8 7 4 9 01 12 13 14

RPN S]] 5GHz LREIBRICHERR R TEE T,
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(8] Secuity ID5/1PS (5.8332.0)
B Perfomance Yiolation (0,0,37,15)

eCapture [V.dew Profile)]

5714 | @ Add

@[] o ----o
7

~

—_—— 1 .
D ashboard' | Jig .-’-'-.IIDewces/Jiij'} AP | B sTa "@ AdHoc |

o« R||E @B @ -

oc |

[ 11|@ |® |&@ |searity |& |ssD

|mer |BT |First

Type /

Mode!

Broadcast 813 Multicast

2107
ELE

1
761
2053%

SoERvELm® :

@ N R 8117:37:52 AP
@ N R 8/117:37:43 AP
@] N R 8/117:37:41 AP
@ N R 8/117:37:40 AP
E!] N R 8/117:37:51 AP
@] N R B/117:37:51 AP
(D D-ink Internati:D4:1... AC:FL:DF:D4:11:3A N R 8/117:37:38 AP
E!] N R 8/117:37:47 AP
E] N R B/117:37:51 AP
@ N R 8/117:37:47 AP
@ Aruba:7E:98:42 00:1 7E:9B:42 N R §/117:37:38 AP
(© Aruba:7E:98:40 00:0B:86: 7E:96:40 Encryp... N NTT-SPOT B 8/117:37:38 AP
(@O Aruba:7E:98:43 00:08:86: 7E:98:43 WPAZP N 0000docomo R 8/117:37:38 AP
WPA2-.. N WiZpremium_club, au WiFi R §/117:37:51 AP
@© Aruba:7E:98:45 00:0B:86: 7E:9B:45 WPAZP N 0000_Secured_WiFi R §/117:37:38 AP
(@D Aruba:7E:98:41 00:08:86: 7E:98:41 Open N 7sPOT R §117:37:38 AP
(D Hon Hai Precisio:F0:4... 84:4B:F5:F0:48:40 Open N SWSiday R 3/117:37:44 AP
WPAZP N 0000docomo R §/117:37:51 AP
00:08:86: 7E:98:47 WPAZP N ZSVSIFSOL R §/117:37:38 AP
WPAZP N 0000docomo R 3/117:37:40 AP
WRAZP N PS4B4CFS R §/117:37:40 AP
(D Go Networks:28:02:01 WPAZP N 0000 _Secu R §117:37:38 AP
@© Aruba:7E:98:46 WPA2E N 0001 Secu R 8/117:37:38 AP
WRAZP N R §/117:37:41 AP
Encryp.. N aterm-Sfe R §117:37:41 AP
Open N Wi2premium R 8/117:37:51 AP
WPAZP N 00DOFLETS-SPOT R §/117:37:40 AP
Open N CHIYODA Free WiFi 01 R §117:37:40 AP
WPA2ZP N aterm<ale7d-a R 8/117:37:43 AP
Open N .FREE_WiFi_PASSPORT R 8/117:37:42 AP
= g :
"\Agzgumty IDSAPS [6,868.23.0) AIrWISE
Canfiguration Yulherabilities
+ £ 1DS - Derial of Service Attack
3105 - Security Penetration
+-F3 Rogue AP and Station
+ 3 User &uthentication & Encryption
= W Perfarmance Yiolation [0,0,37.15)
+ £ Deployment and Dperation Eror Performance Violation (0,0,37,15)
E2 RF Management U
29 58 116 145 174 203

‘e ?_4GHz Channel:(6)(20 MHz)

[ Filter Alamms By Device

Dashboard :

TR ERERTLET

All Devices : AP(ZOtERRA UM EHmEKERRLET .

AP :

STA:

AP(7 O ARA VN ITERRLET .

mARIEZTERTLES .
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Data Table

|11 |® |@ |4 |Security € |SSID

12 WPA2P N AMVAPO3
‘0 WPAZP N WAPO3A
1 wWPAZP N LIFE

acL |BI |First |Last Type # |Model -

81 17:36:59 81 17:37:52 AP
R 8/117:37:03 81 17:37:43 AP .
R 8/117:37:01 8/117:37:41 AP

OLHNV EDTAIVIFTS—LERLTVES,
To—LDULAR)IEAZ21—h\5 Configure I R%BAE Policy Management (7R!) S —<R—U AR A
A7RY TCERETEET,

OZEBEDRETEV VI T HETNDEB THOREARNBEANTEET . LI EVIVITHERIR/BRIEN AN
BHYET,

O R RENT=T—RITH—VILEEHEHEFHMERTLET

& (D Device MAC A1 ® @ @ |security B [s5ID - atL [BI |Fst Last
¥ ke 7 N u 10003111 10:42:07  3j11 10:52
I f 3]11 10:52

3f11 10:42:46 311 10:51
0 311 10:42:08 311 10:52
0|3f11 10:42:09  3j11 10:52
311 10:42:10 311 10:52—
311 10:42:09  3j11 10:52

: No alarms on device
Device : AP-1XBG)

MALC address L 00:15:F9.5T7:93:92
802.11 media type ‘A

signal strength P 13%

HNgise level 0%

@:r: '[‘ les ratio f;w’ 311 10:42:09 311 10:52
8 Security used ks 0311 10:42:18  3{11 10:52

3f11 10:42:19 311 10:52
af11 10:42:09 311 10:52
. _ 100 3711 10:42:09 311 10:52
N ArMagnetGuest U 000 311 10:42:00 311 10:52
 hiMagnetGuest U 100|3[11 10:42:09 311 10:52

100 3711 10:42:09 311 10:52
00 3711 10:42:18 311 10:52
100 3711 10:42:19 311 10:52
00 3f11 10:42:19 311 10:52

D Bridge Mode

Beacon Interval (ms)
# of stations 0

The first received packet: 3/11 10:42:09
The last received packet: 3j11 10:52:13

@ cell Poweri{dsm) D15

é REEEZERE

OFZIEENRTRBILEDFEMERAIL(ZEIL UserGuide M~ Device Data ” DIEEZSEBFEELY,
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<) Chamnel |  Channel (F¥>3/L)

= T M Navigation Bar® 73> T a (FroRIVED)VILET,

Fle~| 2.4/5GHz = | & | dBnr

2
=m 3 0
oL 4 4

0

) AirMagnet WiFi Analyzer PRO - LiveCapture [My Profile]
HE &S B@-

.
OPE R WEHESE

Alarm 262 gy

i
B

;

& Charnel |EJ Occupancy

Channel View §

[ 40MHz Lower (] 40MHz Upper Ulilization 37.31% £48.7Kbps e
g

Charnel | #AP | #STA | #Ad+Hoc || 2
5 Band: 2.4GHz g
@ 1 43 @

B i Alert
4] 2B Frames Bytes 61361 10709218
Band: 5GHz
= 0 0 0
@ 12 0 0 0
@ 16 0 0 0 Tenda12:33:60 tYPHOON4mOBILE
@ 34 0 0 0 Kh-35021 air-tek-01 A2,
@™ 36 17 5 0 1864 FZFEFEC2 CA-Guest -100
@ 38 0 a 0 1864 72FEFECT Excellence -100
= a0 18 8 [] 1964 F2FEFECO 100
o™ 42 0 0 0 Matorola B 9447 Test-Mat-13 B0
@ 44 30 19 0 Meru0F:C7:58 air-mens3 -59
@ 46 0 o o b Motorola:BE:S4:AD Moto-Test B8
61’4&‘ 13 19 0 [+] Ruckus Wirsless:27.60:38 ban 100 [

v
ScanﬂGHz Channel:(6)(20 MHz)

O IR IERIDFoRILD)ARIS 1 DOFoRILEEIRTBE FOFroRILDEMERRLE
ERS

@71 K9A LD Channel View [ZEIRENI=Fr2RILD Utilization (FIFAER)E Throughput (RIL—F V)
xR RLET . FROBFIEIFroRILEETY,

@ AUEIETD Signal Strength [FIEFTDRESPRELI=T NI REZRTLTVET,

OZIBEBHDRRBLE DEEMERBAIL(ZE I UserGuide M” Channel Screen ” MDIEZ S EEIZELY,
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) Interference | hterference (Fi5)

= T ® Navigation Bar® 73> T @ (Interference) &) ILET .

® AirMagnet Wi i Analyzer PRO — LiveGapture [(My Profile)]
Fle~| 24/5GHz ~ | @ + | dBav nae & B Airv M
ik o s Interference Score H
%20 MHz O Upper 40 MH| | WiFi Devices @ |®m|@|s)]|ssp | [~] ]
P OAEE:OC:... 0.009 @ [T 1 -50 DOOOFLETS-SPOT | ]
P AEE:OC:... 0.003 @ [ 1 -50 CHIYODA_Free_Wii_01
C.. / [® 2Hidden| #Interf... [A] [~ )DLk Int.. 0.000 [ 1 -.. 7
j 0.020 @ [0 1 63000 1docomo =
(3 Band: 2.4l 0.537 @ [] 6 -35pr500m-842518-1 (& —
: 0 @ 0 . 0.399 @ [ 6 -36pr500m-842518-2
Z 1.537 9 9 1 64 0000docomo
3 [E we1s fg o [ o 1 -620001_Secured_Wi-Fi
¢ & 1720 gy 0 0 5 80 001601598412
5 (&) 172 By 0 [0] 0 1 65 75P0T
6 [E 1m fgo [ o 2 .. atermObdifeg E
7 1669 g o [ o 1 -70 NTT-SPOT
8 1509 g o [J o 1 -52 MusicBar
4 1313 @ ofg o gB6:12:42:... 0.002 @ [0 1 78 A
o @ 104 fFo [ o Ph,Ruckus Wi... 0.001 @ [1 3 78 tablet_wireless [¥]
1L 0818 0 0 ] Hidden Devices countis low (count <= 1 devices)
2 [0 oss [§ o 0 Hidden Devices e |® |sso
13 69 0.395 5] o @) 0
L e ° There are no items to show
14 [ 0230 [ 0 [ o
j; ;”61 - -~ al Strength
% [E ows [fg o [ o
“4 [ o [go [] o
48 0198 5 o [ o
52 0253 g o [ o
% (3] 0429 [g 0 [] 0
0 1.639 @ o [] o Spectrum Devices count is low (count <=1 devices)
5 o Eg o ) F Spectrum Interferer | Duty Gyck | Genter Fr| Bandmidth |Pomer | Chan.. | Time
100 [Z] 0.000 [ 0 [] 0
104 (s 0.000 L= o b 0
E owe FF o[ o Go Networks28:02:02 0001 Secured Wi-Fi
0.000 0 0 Ruckus Wireless30£1:38 tabletmireless
0.000 o 0 J Go Networks28:02:01 0000 Secured Wi-Fi
0.000 [5 0 | 0 Go Networks28:02:00 0000docomo
0,000 0 0 ACO75F:41:45:16 SPWNHIB 414515
0.000 ° 0 Xiaomi Communica44DES2 Xiaomi DES 1
0.000 0 0 6233:1 ACF:1034 B E @A SENE 8
1 Hewle tt PacksrdD4-2BE1 DIRECT-B0-HP Officejet 5740
13%: gy 0.000 a 0 DAEEOCEBAF08 DO0OFLETS-SPOT
140 0.000 ) o (vl [MsxDutyCy. MexPulse/. [Aw.Power |[MaxFower 0 OTWASARSETS
N 000 % 0 pps -10000 dBm -10000 dBm
6 p Y o P Ruckus Wireless3087:08 tabletwireless
WEOFEIWEES * aeanEnaron Cp N Fras i
can z}»ﬂfnamem)(mwz)

O AR IERIDFoRILDY ARSI DOFroRIVEEIRTBE FOFroRILDEMERRLE
T,

@1 KR) LD Interference Score [Z, BIRENTF-FroRILD FiHERTLET,

@MUK 9T®M Signal Strength IFEBREEZRRLTLNET,

O X IEH DEEMERAAIZEE S UserGuide @~ Interference Scores ” MIEE S RBIEELY,
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) Roaming Analysis Roaming Analysis (O0—3> % f##7)

—IV T BT O#EEE AT 521X Edimax AC1750 Wi-Fi USB Adapter Zi&EDT7H F4—nt
2 B+ LLIE 3 EBETT,

= T ® Navigation Bar® 73> T (Roaming Analysis) Z&9)v9L%ET,

AERICO—SVTEIN=T A ADBRESNSERROF Y RIIL DR EDERAERTEES .

LEX

® AirMagnet WiFi Analyzer PRO - =32 5% 100.0%, 614160 Frames
ilev| @ | B W H E D B
(5)|Roaming Start Tme # |Roaming End Tme | Delay(ms) |Delay Rating |Device Name | AP Name (From) |CH (From) |APName (To) | CH (To) |Signal dBm (From) |Signal dBm (To)  |MOS (... |MOE

Roaming Analysis
All Roaming Events

=) : Data Roaming Events

01/31 15:10:10.692 01/3115:10:10.859 166 HUAWEI TEC... Cisco:0E:7A:40 -44
01/31 15:11:30.582 01/3115:11:30.610 27 N/A HUAWET TEC... Cisco:52:BD:10 8 : 13 -68 -40 N/A N/A
01/31 15:12:36.338 01/3115:12:36.347 9 N/A HUAWEI TEC... Cisco:0E:7A:40 13 i 3 8 -40 -8 NfA NfA
01/31 15:14:18.537 01/3115:14:18.662 124 N/A HUAWET TEC... Cisco:52:BD:10 8 Cisco:0E:7A:40 13 -70 -48 NfA N/A
<] D ]
Roaming Reason |
Signal Strength
HUAWEI TECHNOLOG:D3:58:98
oF
-25
E
g 50
T e B — e L a——
I — —
~100 | / |
1/31 15:09:45 1/31 15:10:34
== Before Roaming=== After Roaming

AIrWISE Roaming Reasons Station Parameters(Performance)
The STA may have initiated roaming for one of the following reasons: Name |BeforeRoa... # | After Roaming | Rating | Name |From AP Cisco... |To AP Cisco:... | Rating |
Signal Strength(dBm) -78 -72 'S} Associated Clients 1 1 [}
Retry Rate(%) 20.60 7.20 O
Signal Strength(dBm) -42 72
[ 1.4PRety Rate ] e = = e
B e | Channel Parameters(Reason) &
Name | FromcH13 | ToCH8 |Rating ||
Active APs 5 3 By
< 7 [ . -
........ Active Clients 1 2 Lol
HeoxEaJdid > Interference 0 0 D ~
File Scan 8, 13 (=]

@ S EHAERBA(EZE 3 UserGuide D" Roaming Screen ” MDIEZZ MRS,

25



BAIESY 1 v 4 K AirMagnet WiFi Analyzer PRO Ver.11.3.2 GTOYO KEISOKUKI 2020.Aug

COWMEEEERT DI FORETEF VY RILERET DRENHYFET,

(RIS WIS AirMagnet Confie

s‘fﬂ _ = role.j ; —Fitte ‘ Scan ‘Al:idress { Siteinfom'bation.d.AP Grouping ”.CustomJ
Roaming Analysis

All Roaming Events v
| Device Name |Roa... |
=) HUAWEI TECHNOLO... 4 Channel:

Adapter name not available

[J4oMHz Lower  []40MHz Upper

Adapter name not available

Channel: d@

[] 40MHz Lower

@ F¥HER BRI E 3 UserGuide D~ Roaming Screen ” MDIEZZSMLIEELY,

( = Y Sy —_— -~ ~ > S
TRDFAT7OTHARTENDHEFIO—IVTBITADTETI—D RSN TOEE A,
g
Roaming screen is not available in the single-adapter mode. Please exit
and re-enter the application after selecting multiple adapters at the time
of launch.
N
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(S wiFiTools | WIiFi Tools

= T M Navigation Bar®D7 A3 hib[WiFi Tools]ZEIRLET .
L I8 B DML IER BTN EONET,
SEHAERBA L3 3T UserGuide M ” WiFi Tools Screen ” MIEZZSRBLIZE0N,

| B AirMaznet Wikl Analyzer PRO - Lives

PFlev| 2.4/5GHz v | @~ | dem= | > 00 @ |

Wik Tools

802.11n Tools £

Efficency

Analysis

WLAN Throughput Simulator
Device Throughput Caloulator

802.11ac Tools

Efficency
Analysis
WLAN Throughput Simulator
Device Throughput Caloulator

RF

m Coverage
E Signal Distribution
[=] Site Survey

Connection

@ Diagnostic

ﬁ One-touch Connection Test
@ R.oaming

Additional tools

[Z] Throughput,Tperf
@ Find
B Jitter
& 6rs

WeONE?en Y

Scan 3GHz Channel:(132-136,136P) (40 I WiFi Tool s|
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@ A=a—igE

@®Menu Bar (File)

| Flev|24GHz = | & + | done [ = |

File =|| 2.4/5GHz = | & - | dBnr
Open... Ctrl+0 Open F—ToFATATRYIREHEET,
5 Ctrl+5
= Close REOCE@EZFACET .
Save As...
Configure... Save 7_‘—9%__’1%7? Li‘d_o
Policy Management ...
Operation Mode... Save As ... T—A%R B THRELET,
ConnectTo ...
Configur e... AirMagnetDZ A7 AJHRVIREREET,
Recent Files b Policy
Reset Management | AirMagnetDEER) L —%HEET,
Exit
o Operation o .
AirMagnetDA XL —La v E—FZERASTET,
Mode ...
AirMagnetDWiFi7 754 —, Cisco Ap/A¥*
Connect To ...

Y — oY —I2nd(ULES,

Disconnect BIE7 ) r—3 FFACET,

Recent Files BEEDI7AILERRLET,

NyIT7hDT—REHEL

Reset
ese AirMagnet WiFiZBEeILET .

Exit AirMagnet Wifi#FLET,

28



BARZEY 1 v HA K AirMagnet WiFi Analyzer PRO Ver.11.3.2 GTOYO KEISOKUKI 2020.Aug

®Menu Bar

| File=| 2.4GHz = | &8 ~ | dBmw

2.4/5GHz | =

2.4 GHz
5 GHz

2.4/5GHz

o
[1]1} @, L]

G| b 0@

Configure...

Policy Management ...

dBm || m G
I dBm

B-|3 -
Import ACL

Export ACL
Export...

@
Contents...

About ...
Check Update

Dazhboard

Band RIEONREZRLET,

2.4 GHz (for 802.11b/g/n)

*5 GHz (for 802.11a/n/ac)

*2.4/5 GHz (for 802.11a/b/g/n/ac)
Configure Configuration(& 7€) Z#BZ%9,

Toggle Percentage or
dBm

T—4% . %X[& dBBm [CTHRRLET

Live capture

47 FNTFv—ZEELFET,

View Reports LR—rEIMYELET,
Full Screen TILARD) = FREET,
Easy View A—Y—Ea1— RIVEREFET,

Import / Export

AVR—b/THORKR—F K2,

Contents : 254> NIV,

Hel
P - About A B GIZRET HIEHR
*Check Update : &x#THREFvIL%ET,
Dashboard By aRR—KELo3y RE,
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@®Navigation Bar

FEF—arN\—E BEETTY,

-_—— .........

QQ@?I#Lﬂ ] I%

|Scan 5GHz Channel:(52)(20 MI—E

1L1| Start Start AA— DEEERZET,
&) Channel | Channel FroRILOEREREET,
) mterference | Interference FHOEEmEREET.
¥ Infrastructure | Infrastructure | 1V I7S AN VF v —BEEZREET,
T ot Roaming O—S R OEEEMEET
Analysis
AIrWISE BIEZMAZEET S
bl AirWISE (X UserGuide D" AirWISE Details © DIEZCS
<FZE0Y,)
d* Top Traffic A.nulrs-isl Top Traffic _
i _ byT SOV BEEEREET .
Analysis
7 R Report LR—FEEEEEET,
2] Decodes I Decodes Ta—FE@EEMAEET,
S0 WiFi Tools l Wi-Fi Tools Wi-Fi Tools BIEZFEET,
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@ Configuration Dialog (%)

Profile
DRATLNGA—E—EEZTOT7AILELTRETDAIENTEET,

AirMaznet Confie

(| Profile [Yeneral | 802.11 | Filter | Scan | Address | Site Information | AP Grouping | Gustom |

N -

Birtagnet Profile

My Profile v| [Mew || Del |

Dezcription:

/’r Policy Managemeit

\J_ Manaee AGL Groups J'/

[JZapture to disk

Butfer size: |64 MB w | Slice sizer | 128 ~ | Bytes
lze multiple capture files filez

Enable non-stop (wraparound) capture

| C¥zerz¥tovo—uzer 32¥ My Documentz¥ S Magnet¥Laptap?|

[]Enable GPS port Configure

[ ok et

J
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Policy Management

Policy Management

[Manage ACL Groups] RAV&EVvHITHETREEERNRTEINET,

-
& AirMagnet Policy Management - My Profile
T ey,

-,
5 I ety DSIPS N E
Ve W53 Configuration YulnerabiMgs Cohee N
Vé 53 105 - Denial of Service Attagl I Security IDS/IPS
M52 1D5 - Secuiity Penetration \
W55 Rogue AP and Station The addition of WLANs in the corporate environment introduces a whole new class of
: WIS User Authentication & Encyp { ¢reats for network security. RF signals that penetrate walls and extend beyond intended
= Pertormance Yiolation ] boundaries can expose the network to unauthorized users. Rogue Access Points installed
V|55 Channel or Device Overoad b employees for their personal use usually do not adhere to the corporate security
[MIE2 Deployment andeeratlon.ErI policy. A single Rogue AP can put the entire corporate network at risk of outside
\ IS IEEE 802'_113&%\"“”‘""\‘”;3 penetration and attack, and there are many other possible wireless security risks and
N [E2 Problematic Traffic Patten intrusions such as mis-configured AP, unconfigured AP, and Denial-of-Service attacks.
B RF tanagament V4
~ -’
N _- -
[ N Simple Complex 4
Wireless Security Methods
AirMagnet WiFi Analyzer is designed to help manage against security threats by validating
proper security configurations and detecting possible intrusions. With the comprehensive
suite of security monitoring technologies, AirMagnet Wi-Fi Analyzer alerts the user on
more than 100 different threat conditions in the following categories:
= User authentication and traffic encryption
L~~~ "% Rgaue and ad-hoc mode devices 2
I / \
e [ m | » (‘F'olicy\z\-"izardl; Motification 'wizard Reset | Ok | Cancel I
— —/,' ]

ERIR) S —I =L RIZFRIRT—IOR) O —NRRENFET,
RUS—(E, £F )T« IDS/IPS /Tt — TURGEEATIAVIZHFELTERRINET,
INZTADOATIVIE. SHITEBOYTHTIVICHBEINTOET,
FEEBDFIVIRVIRATEDORI) S —DRR, FFERNBRETEET,
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Palicy wizard | Policy Wizard

RIIENEE FIZHB[Policy Wizard] REEHIYvHILET,

':.

Setup SSIDs - : -2

5510 page in the Policy Wizard helps you configure your policies very easily by specifying the 55I0's you
know that beloneg to wour enterprize You can izolate Performance and Security izsues caused by APs bazed
on their 5510z,

SEI0 eroupsset in thresholds of events trigeer these events helping in identifying and solving specific
prablems in the networks wou manage or owh leaving azide the izsues of other netwarks that wou are not
interested in. D!

El  SS5ID Aszignment
S

Enter the S5I0= uzed in wour enterprize, separated by |
commaz Theze S5I0s will be configured in wour
ML AN SSI0 eroup.

Enter the S5I0= uzed by wour Meighbors zeparated by
commaz. These 3510z will be configured in wour
Meighbor S3I0 eroup.

Enter the S5I0s uzed by wour Guestz zeparated by
commas. These 35I0s will be configured in wour
Gueszt S5I0 eroup.

I AN > | i)

i
il
i

¥

CDIVAVEI TR —ZEBRTEFT,
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| Manage ACL Groups

| Manage ACL Groups

[Manage ACL Groups] REVED)yHILET,

Profile #4704 71Ry2 AR MD[Manage ACL Groups] RALEIvHO T BETEEENRTSNET,
CCTlE.ACL F=IE SSID ' IL—FADR) L —DEY BTN TEET,

g

Manage Access Control List Groups |

— Groups

Devices

A Al ;I Get Devices |

Group Mame

MAC Address

Add Group Delete Group | Add Device | Delete Devicel Remove All

Ok, | Cancel |
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@®General
—PRIFINTGA—RERTELET,

AirMaznet Config @

Profile 4 GEHEFELFEDQ.H | Filter | Scan || Address | Site Information | AP Grouping | Custom |

-

Start Screen P — - S
7’
[1Shaow walid AF siegnal anly y q T L \\
. I . y 1
[] Show AirWISE ! | Set Device Mame Priority.. J H
Enable High Water Mark N s
N, q 4
] Show Frame Statistios sL \ngh water mark reset...’ J/
[JLoad statistics on open capture file
[[] Enable Spectrum Integration
Lock channel in Ghannel and Tree view
[[] Dizable Email Motifications
[J8how hex decade panel
Roaming Delay Threzhold 500 mz
[JTrace roeue devices on wired network (hub correlation)
| v]
Enable sounds for
Mute Sound flarm Actions
[[JMew &P discovered in AP list view Beep b

T | [ et |
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J
LogEventOptions

[ General ] #7 T [ Log Event Options ] R4 %
2UvOLET,

AJICREHRT HINBEHRELET .

|- Log Event Options..

|. Set Device Mame Priority.. ]

Set Device Name Priority
[ General ] #7J T [ Set Device Name Priority ]

REVEDVILET . RNEREISENT, 8%
B2z Z v b LET

|. High water mark reset.. J

High water mark reset
[ General ] #7 T [ High water mark reset ]

REVEI)IILET,

GTOYO KEISOKUKI 2020.Aug

Coz Event Uptions

Event Type
[ ] Open Trace File
[]5ave Trace File
[ ] Cloge Trace File
[ ] Config Modified
[ ] Unload Drriver
[]5tart Live Capture
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@802.11
=
Profile | General [ 02.11 | Filter | Scan || Address | Site Information | AP Grouping || Custom |
You must configure a Windows Wirelesz Metwork in the wirelezs card
Metwork, Properties.
[ Mew...
[ Galibration . |
Courtry: |~
T 1 Feul |
Country [& [ Japan] ZZEIRL TSN,
>
@ ERE v —oDiEM
L Mew... j Freate WirelessliE T
[NewlZ&2') v LERD Profile Z4ERLA 4705 T Wireless Netwaork name:
AP ) SSID ZANLET, | |

1)RRD AP h SSID 4R L. [Edit]E51)voL ook | Cancel |

XV TAERELFET
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@Filter

AirMagnet Gonfiz @

| Protile | General | 802.11 | Filter | Scan || Address | Site Information | AP Grouping | Gustom |

|(Default) v| [New || Del |
[]BssID:
[ Hode:
[P
TGP Paorts
IJDF Ports:
Frame Tvpe
-8 80211 Frame

+- W& Contral Frame
+ !ﬁ Management Frame
+- W™ Data Frame

1A CRG Errar Frame

[ ] Apply Filter
[lnstall 3rd Party Decode Engine

[ ok | #ete |

ERHTFERENSHBE R R DT <KTBHIZIE HED SSID O AP, FroRILEEERYALE
LI YET,
CDITAILI—HEEETHTE®D SSID ¥ AP, FrUoRIILEEERYADCENEFKET,
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®Scan
BIETBF Yo RILDF IRV IRAERIRLET,

| AirMaznet Gontiz @

|Pr0file || Gieneral || g02.n || Filter | Scan | fddrezs || Site Information || AP Groupine || Gustom|

Enable automatic configuration of 40 MHz channels

20M... 40kHz L ... 40kiHz U... | Pariod m]
' Clear Al

' Feset

Select
Country Gode
Channglz

Gcan Time

et All

[ I A -

Country Code: United States

INFT7ETH—
USB 74 T4—%2AK 3L LLIESHAEHZE LB A X, COLILRTRELY.,
FNEFNEEF Yo RIVIZHYZET,

AirMagnet Config

Profile-l General | 80211 | Filter ‘ Scan ‘Address._[ Site Information | AP Grouping | Custom |

ORINOCO 802 11a-b-g-n-ac USB Adapter
Channel: | v
1 [J 40MHz Upper

Proxim Wireless 8494 802.11a/b/g/n USB Adapter

Channel: [6(24GH:) v

tHz [J40MHzLower  []40MHz Upper

Proxim Wireless 8434 802 11a/b/g/n USB Adapter 22

Channek: | 11(24GH2) v

[[] 40MHz Lower

[ oc || #even |
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@®Address

AirMaznet Gonfig

| Profile | General | 80211 | Filter | Scan | Addres= |Site Information | AP Grouping | Custom |

&)

Node: | v | [Add] (Del ] @
Marme: | | [ Get nodes |
MAC address Aliaz Mapped Mame

| ok || et |

AirMagnet WiFi Analyzer [EEEEILT-DBICHEHENT=T/NA XD MAC TELRZRELTLET,
TRURTYOEERLZD MAC PRLRABIBTHIENTEET,
(FE X UserGuide M~ Configuring System Address Book” DIEZZSEBELIEELY,)
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@®Site Information

AirMaznet Gonfig @

| Profile | General | 80211 || Filter | Scan | Address | aite Information | AP Grouping | Custom |

Site Mame: | |

Contact: | |

Ciompary: | |

Site
Address:

Oity:| |State: | |ZIP|

Phone: | |

Email: | |

Locations:

[ Add |
| Delete

oK | e
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@®AP Grouping

AirMagnet Gonfiz @

| Profile | General | 802.11 | Filter | Scan | Address | Site Information | AP Grouping |Gust0m|

fiuta Group Fules
\Mew | |Edit | | Del |
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A
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00:78:688:07:27.B0 [Unk..,
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][I [< ][] [#] [£]
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AR12:42:47:B7:DE [pr5 ..

[ oK IR

BE—DT/INARXTEBOD SSID ZF AT H4EDIHZEIZSSID DT IL—TIEAHEFET,

LN IL—T DR p E3]
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Mew AP Group Mame: | |

[AddI KRBV EDVILET,

[ Q. J | Cancel ]
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@®Custom
AR DBIGEFRTETEET,

AirMagnet Config v r

" Pru:ufilel General | a02.11 | Filter | Scan | F'.du:lressl Site Infu:urmatiu:unl AP Grouping Custom |
|
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Custom {Clazszic
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@ HR—kH—EXIZDINT
HR—rH—ERZTZH=12<E. 2D My AirMagnet A7 91X 5 ID ENNRT—KREHBELLET .
ZD Web A MMITEDESLHRENHYET,

BHIRY I T DY E—F
BHIRRS A/ \— D O—K
A H AR YY—R I —MEEDH S E—F

MAC JEvhk

YINITT DAV XL USB 7R T2—12E D MAC TRLREMRFIFLTEEINET,

CEBEOBIE HAERED USB 74 T4—0 MAC TRL REEEIRET 5 EE8<BEOLET .
ML My_AirMagnet D RN 1Z SIS,

BHFOIEZHICONT, RIEFLEEEHRIBFRITHWMEES FHRAD YT ILES LG THIEATERIZEIN,

My AirMagnet MY ACCOUNT | ORDER HISTORY | LOG OUT

Hello

Welcome to the newly revised My AirMagnet - your online information center for Airldagnet
products and services.

SOFTWARE DOWNLOADS

DOCUMENTATION DRIVERS

In this secure section of the AirMagnet website, you can:

= View your current AIRMAGNET LICENSES.
= Get PRODUCT UPGRADES.
s Access PRODUCT DOCUMENTATION.
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