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Novelty

Source: https://www.entrepreneur.com/article/368943
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Security Landscape

Å Portable
Å 2x RJ-45 
Å 1x Fiber/SFP+
Å 2x Wi-Fi Radios

V 4x4 Promiscuous
V 1x1 Connectivity

Å BT/BLE Radio
Å Connectivity Validation
Å Advanced Analysis

V Network Discovery
VWi-Fi Analysis
V Path Analysis
V Capture

Å Layer 1 to Layer 7
V L1:TDR/BERT/PoE 
V L7:EURT

Å Remote operation
Å Collaborative



Cloud/Data Center

Devices
Clients

Endpoints

Access/Edge 

Backbone

Sites
Aggregation

ă sprawl Ą

Site Infrastructure, Access and Devices



Site

VLAN1 VLAN2 SSID x SSID y

IoT/Headless

[ŜƎŀŎȅΥ улнΦммōΣ ²9tΣ млaΣ {batǾнΣ Χ

Segmentations
Ç Department
Ç User
ÇhǾŜǊƭŀȅ ό±ƻLtΣ {ǳǊǾŜƛƭƭŀƴŎŜΣ Χ
Ç Legacy

BYOD

OS: Win, Mac, Linux

CǳƴŎǘƛƻƴΥ {ŜǊǾƛŎŜǎΣ {ǘƻǊŀƎŜΣ ±aΣ tƘƻƴŜΣ !tΣ tǊƛƴǘŜǊΣ ΧΦ
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Use Models 

Handheld

Drop-in
Å ṇ
Å

Å Discovery/Wi-Fi Snapshots

RF 
Å AirMapper ṇ
Å AP/Client 
Å BLE ṇ

Å (PoE, VLANs, Subnets)
Å

Å

Å

Å ṇ (MAC spoofing)

Å Network 
Å Network
ÅWi-Fi / RF 
Å ṇ
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Provisioning

Source: Verizon 2020 Data Breach Investigations Report (DBIR)
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Ç Cable/patch panel/switch confusion
Ç Default passwords and community strings, simple passwords
Ç Out of box plug and play enabled
Ç Dashboard/CLI disparity, saving provision changes
Ç DHCP pools/inter-VLAN routing/radius/NTP/
Ç Segmentation: VLAN assignment
Ç Quality of Service
Ç Power distribution
Ç Legacy devices
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reddit.com/r/cablefail



Provisioning: Defaults
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AutoTest
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ⱪ꜡ⱦ☺ꜛ♬fi◓ : AutoTest



DHCP 2nd Offer 
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advisory.kpmg.us/content/dam/advisory/en/advisory-institute/pdfs/2017/network-segmentation-imperative.pdf
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Filters
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Sorting
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Wi-Fi─
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Wi-Fi 



Breaking the Layer 2 Ceiling
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Wi-Fi Demo
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60
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Topology ⱴ♇Ⱨfi◓
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Passive
Survey

Simultaneous 
1x1 Active

Topology

Aggregated Wi-Fi Analysis

Network Element Analysis

V1.5


