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N Ove Ity “The attackers used that (a fish-tank thermometer) to geta

foothold in the network,” she recounted. “They then found the
high-roller database and then pulled that back across the
¢ network, out the thermostat, and up to the cloud.”

"The industrial sector is facing a new set of challenges when it comes to securing a
converged IT-OT environment,” Tim Erlin, vice president of product management and
strategy at security firm Tripwire, told Security Info Watch. "In the past, cybersecurity
was focused on IT assets like servers and workstations, but the increased connectivity
of systems requires that industrial security professionals expand their understanding
of what’s in their environment.-You can’t protect what you don’t know.”

A Casino Gets Hacked Through a

So how do we, as business owners, address this problem? The only tactic is just to stay

Fish-Tank Thermometer e o L

ahead of it. Which is why it's important to bring in an IT expert regularly to do a
Secure your laptop. Secure your smart phone. complete assessment of our network security. But we need to make sure that such an
Secure your tablet. And, before | forget, sec.. assessment includes evaluating any and every connected device. That means our

building heating controls, smart speakers, smoke detectors, alarm systems, overhead

B Entrepren... - 1day ago Q Lt :

lighting and even the coffee machine in the break room.
Oh, and don't forget the fish tank.

© NetAlly- Confidential & Proprietary Source: https://www.entrepreneur.com/article/368943
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Capital One suffers massive data breach due to misconfigured

firewall
X By: The Associated Press @ July 30, 2019

A security breach at Capital One Financial, one of the nation’s largest issuers of credit cards.
compromised the personal information of about 106 million people, and in some cases the hacker
obtained Social Security and bank account numbers.
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Security Landscape
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Site Infrastructure, Access and Devices

Cloud/Data Center

Backbone

Sites

Aggregation
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Use Models

Handheld
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Provisioning

Malware
RAM scraper
.J |

Trojan

Misdelivery
(1.4% from last DBIR)

Misconfiguration
(4.9% from last DBIR)

Malware Password dumper
Password dumper (4.2% from last DBIR)
Error Trojan
Misdelivery (-15.4% from last DBIR)
Malware Ransomware
Ransomware (2.6% from last DBIR)
Error RAM scraper
Misconfiguration (-1.8% from last DBIR)
2015 2016 2017 2018 2019 2020
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Source: Verizon 2020 Data Breach Investigations Report (DBIR)






n . ' © NetAlly- Confidential & Proprietary

)00 OO OO

Cable/patch panel/switch confusion

Default passwords and community strings, simple passwor
Out of box plug and play enabled

Dashboard/CLI disparity, saving provision changes

DHCP pools/inte¥LAN routing/radius/NTP/

Segmentation: VLAN assignment

Quiality of Service

Power distribution

Legacy devices



reddit.com/r/cablefall
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Filters (1)

Device Types : SNMP Agents €3

Device Types (9)

[] Routers (1)

[] switches (1)

[] unknown Switches (2)

[] Network Servers (2)
[] Hosts/Clients (2)
[ APs (4)

[] wi-Fi Clients (16)
SNMP Agents (1)

[] Network Tools (2)

Provisioning: Defaults

¥ 60%u 9:31

W

| Cisco_WLC_ADV_SEC

Wi-Fi Controller

Name
SNMP: Cisco_WLC_ADV_SEC

Address
IPv4: 172.30.0.16 (Reachable)

MAC: Cisco:bcc493-170be4d
-------.....------.------......_.,-ll--....___:

Attributes: Discovered via SNMP, Transparent Switch  ©

AP Capacity: 75

£\ Problems 1
Warnings: 1

&2 Addresses i
IPv4: 4 MAC: 1

) ssIDs 6>

2* VLANs 6
1,3109, 3184, 3198
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AutoTest
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End User Response Time

62% ,
62%
i 208 ms

100% -‘ 775%

Result Codes
Response contai
ntains
OK (HTTP 200) excluded text (8)

M DNS Lookup
M TCP Connect
M Data Start

W Data Transfer

’v 55.88

Class: 0 1300W

c 10M/100M/1G
RJ-45 D/ FDX

-1 nsnet.\oca\ N

_ r—cos—us
port. G\gabﬂE\heme\sl()/Z

puep 1 0.7_00.8‘2.‘\ 00
10958

DNS a\nbranchdnsm .
28 ms

etscoutco... >

3 a\nbranchdnsm netscout.co- >

28 ms

DN

¢ si-cosus - nsnetlocal N

= 2ms, 2MS, 2ms
b

HITP goog\e
191 ms

. NAS NFS(2049) port
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Profile Groups
— AP Trunk Port Conf Room
@ VLAN 100 . Production
5 tests * Biests
VLAN 200 VLAN 100
Stests
|~ =
| “'h,_,_q_‘_ \
! 'l.
Profiles | .
o~ Guest — P uctmn vLAN 200 "JLAN 100
- 6 tests i B tests 5 tests 5 tests
l.l-\_-\_‘-"-n_
.l‘ o ‘-"\—|
TestTargets - - H_'"““”H%__,f’j Hh““‘“—m,xf

grp FTP down 1Mb yrtp Salesforce 1cp 9oogle syn/ack
1.397 s 294 m 31 ms, 35ms, 37 ms
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192.168.0.75
343 ms

D H C P 2 nd Offer Device Name: 192.168.0.1

IPv4 Address: 192.168.0.1
MAC Address: Actntc:207600-b04db0

Results
Offered: 192.168.0.75
Accepted: 192.168.0.75
Subnet Mask: 255.255.255.0
Subnet: 192.168.0.0/24
Lease Time: 1 day 0 seconds
Expires: 8/1412:02 PM

Relay Agent: -
Metric Result
] Offer 99 ms
I Acknowledge 243 ms
Total Time 343 ms
Threshold 60 s

End User Response Time

W Offer
M Acknowledge

289% ¢

— 343 ms

711 %
Offer 2 Server Name: 202-148.compute-1

IP Address: 10.0.0.1
MAC Address: Ntgear:e4f4c6-14b009

IPv6 Addresses
fe80::3e8c:f8ff:feff:14ea (link local)

Result Codes
Second DHCP offer received (10)
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U.S. House of Representatives
Committee on Oversight and Government Reform

TTLLLLR AT

(LA

OVERSIGHT

& GOVERNMENT REFORM

The Equifax Data Breach

Majority Staff Report
115th Congress

December 2018
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Security Concern 1. There is no segmentation between the Sun
application servers and the rest of the [Equifax] network. An
attacker that gains control of the application server from the
internet can pivot to any other device, database, or server within the

[Equifax] network, globally.**

Proper network segmentation “lays the groundwork for controls which protect against
lateral movement on the network by malicious software and actors, preventing a potential
infection or compromise from spreading across the network.”* If an attacker breaches the
network perimeter of an orgamization with a flat, unsegmented network, they can move laterally
throughout the network and gain access to critical systems or valuable data.s™

TUwWNNAdADYAdT 3T T P AMNT Y T
X M|
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WHNy modern enterprises
Need network segmentation

As businesses become more digital and connected, and
cyber attacks become more sophisticated and destructive,
it is becoming increasingly clear that enterprises need a
new approach to security.

Enter network segmentation.

Network segmentation is one of the most powerful

but underutilized security steps and a cornerstone of

a successful information security program. It directly
addresses the realities of today's threat landscape—that
you cannot prevent a cyber breach, but you can isolate one.

Network segmentation focuses on separating parts of
the network from one another with barriers or controls.

In some cases, the segmentation occurs by function—for
example, the finance system is segmented from the HR
system. In other cases, the segmentation occurs by data
classification—for example, sensitive or regulated data,
such as personally identifiable information (Pll), is isolated
from the rest of the network.

By implementing network segmentation, modern
enterprises can help address today's major cyber security
challenges far better than with flat networks.

Proper network segmentation lays the groundwork for
controls which protect against lateral movement on the
network by malicious software and actors, preventing a
potential infection or compromise from spreading across
the network. It also allows for additional control points
across the network, which significantly increases visibility
and control over traffic on the network.

Since the vast majority of breaches are thought to occur
toward the network periphery, it is clear that proper
network segmentation should be the starting point

for protecting modern enterprises. In fact, one of the
most infamoniis rornorate data breaches to data—tha

advisory.kpmg.us/content/dam/advisory/en/advisoiystitute/pdfs/2017/network-segmentationimperative.pdf

blamed on improper network segmentation. According to
Computerworld, hackers broke into the retailer's network
using login credentials stolen from a third-party contractor.
They then leveraged that access to move through the
network, eventually accessing the company’s point-of-sale
systems (POS), which handled sensitive consumer
payment card data’.

S

Perimeter “’0
firewall ”
Inside firewall Finance

S

&

Mgmt
R&D

HEED



VLAN ¢ a0 fi Do T fi

Third Floor

Attacker

Second Floor

First Floor

VLAN4
IT HR Sales
10.0.2.0/24 10.0.3.0/24 10.0.4.0/24

€ eo—
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ETHERSCOPEnXG i

o,

piscovery “ 08)

-c.netally.end -y
VMware—SOcaca

B us-cos-eng03
virtual Machine

vm-mgmnt.neta\ly.eng -
Virtual Machine VMwareASU‘BeSZ

>

. 10.‘250.2.172 102502172 3
Ciscu-ﬂca\‘)l

yolP Phone

\0250,‘2,11‘2 >

& BRN3C2AF4406C62
printer Brotherl—AOﬁcb’L
idrac 102500120 5
SNMP Agent Dell-3b5649
o AP on VLAN 5007 102502106 5
Host/Client Eﬂ(emeN-%AMO
o Cetus 102502166 3
Deﬂ—faaasc

Host/Client
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Filters

<  BSSID Filters (3) W

Band:2.4 GHz €
Signal : >-65 dBm €
802.11 Type: ax @

Bands (2) -

2.4GHz (2)

[ 56Hz(2)

Channels (1) v
SSIDs (82]~ SSIDs () ~

[T] Nighthawk-Guest 2.4GHz (1)

[T] Nighthawk 802.11ax 2.4GHz (1)
APs (1) v
Signal ) v
SNR @) v
802.11 Type (6 -

[ b(70)

Ja@7

Ogen

[ n(142)

[ ac (47)

ax (4)

Device Types : Routers €3

Device Types : Switches €
Device Types : Network Servers Q
Device Types : Wi-Fi Controllers Q
Device Types : SNMP Agents 6
IPv4 Subnet : 10.0.0.0/8 €

Band : 2.4 GHz Q
Client : Connected 0

SNR:>30dB €

Security : WPA2-E €
SSID:DENTTS €3

Channel : 36 €
NetBIOS Domain : MSHOME Q

€ Authorization : Flagged

€ Basic Rate : 1 Mbps
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-

_1_ Belkin:c Problem

-40 dBm

—

_L_ Belkin:c

-41 dBm

Sorting

Mfg-BSSID

___ BSSID

T Cisco:b!

-41 dBm

Channel

i Cisco:b! sgp

-41 dBm

T cisco:bi A7

-41 dBm

Client Count

T Cisco:b!

-41 dBm

T Cisco:b!

-41 dBm

M

802.11 Type
Security Type
802.11 Utilization

Retries % pkts

157

Bm

Bm

Bm

Bm

Bm
I: 1

= Wi-Fi- BSSIDs (156)

T Cisco:f80f6f-000d55
#ngp

T Cisco:f80f6f-000d56
#ngp

T Cisco:f80f6f-000d59
#ngp

T Cisco:f80f6f-000d5a
#ngp

T 26181a-792ea6

T 16180a-792ea6
40Lguests &

T 16181a-792ea6
40Lguests &

T Miennh020£1.044a69

-43 dBm
#ngp  CH: 6

-44 dBm
#ngp CH: 6

-52 dBm
#ngp CH: 149

-55 dBm
#ngp CH: 149

-52 dBm

-51 dBm

40Lguestsy, CH: 5

-52 dBm

40Lguests & CH: 161

= Wi-Fi- BSSIDs (156)

T Cisco:f80f6f-000d50
AIR-CAP37021-CO NGP-001

T Cisco:f80f6f-000d51
AIR-CAP3702I-CO NGP-002

T Cisco:f80f6f-000d52
AIR-CAP3702I-CO

T Cisco:f80f6f-000d53
AIR-CAP37021-CO NGP-003

T Cisco:f80f6f-000d54
AIR-CAP3702I-CO

uss918

eap-fast

T Cisco:f80f6f-000d55
AIR-CAP37021-CO #ngp

T Cisco:f80f6f-000d56
AIR-CAP3702I-CO #ngp

T Pienn-fONFAENNNARD

-43 dBm

CH: 6

-43 dBm

CH: 6

-43 dBm

CH: 6

-44 dBm

CH: 6

-45 dBm

CH: 6

-47 dBm

CH: 6

-44 dBm

CH: 6

£n ane

= Wi-Fi-BSSIDs (156)

T Cisco:0c2724-8f0b3e -65 dBm
14% NSVisitor CH: 48
T Cisco:b83861-84aaf9 -60 dBm
10% Lobo CH: 36
T Cisco:f80f6f-000d53 -44 dBm
8% NGP-003 CH: 6
T 16181a-792eab -52 d8m
5% 40Lguests & CH: 161
T HPE:9c8cd8-8c2fb0 -56 dBm
1% cosj-aruba-iap CH: 52
T Aerohv:348584-064b64 58 dsm
0% HNT 802.11ax CH: 44
T Aerohv:c8675e-019964 77 dam
0% EZWIFI CH: 157
T Aarahira0&TEAN100EE R

= Wi-Fi- BSSIDs (156)

T HPE:34fch9-2e1f32
Open ame-003

T Cisco:b83861-84aaf8
Open COS Cisco Captive Portal

T Cisco:b83861-84aaf7
Open COs Cisco Captive Portal

T f29fc2-af28ab
Open Ubiquity Captive Portal
T f29fc2-af28aa
Open Ubiquity Captive Portal

T 6ebOce-bbc7ea
Open Home-Guest-2.4G

T 6eb0ce-bbc7e9
Open Home-Guest-5G

<74 dBm

CH: 36

-62 dBm

CH: 36

CH: 1

CH: 6

-67 dBm

CH: 40

-45 dBm

CH: 1

-53 dBm

CH: 48
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Wi-Fi ¢ = ofi vwdo T fi
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?70 Lisas-iPad

Lisas-iPad

SouthwestWiFi

70 MACBOOKPRO-F03D

MACBOOKPRO-FO3D

SouthwestWiFi

70 Seans-iPhone-2

Seans-iPhone-2

10 Sherrys-iPad
Sherrys-iPad

70 Steve-Hiltons-iPadPro-105 -

SouthwestWiFi

SouthwestWiFi

Steve-Hiltons-iPadPro-1... SouthwestWiFi

270 X1-YOGA-LAPTOP

X1-YOGA-LAPTOP

SouthwestWiFi

-67 dBm

CH: 40

-52 dBm

CH: 40

-57 dBm

CH: 1

-53 dBm

CH: 36

56 dBm
CH: 36

-63 dBm

CH: 40
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Wi-Fi—

Locate BSSID

——

1 Actionte:84e892-7830b4

Channel: 36 (80 MHz, 36 - 48)

Signal: -56 dBm
Signal (dBm)
-20
-40
-60
-80
2:02:26 PM 2:03:16 PM

Last Seen: 2:03:16 PM

Sound External Antenna .
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Breaking the Layer 2 Celling

ﬁ BRW2C6FC94A974E

Printer

Name
SNMP: BRW2C6FC94A974E
mDNS: BRW2C6FC94A974E
NetBIOS: BRW2C6FC94A974E

Address

Y)— H . IPv4: 192.65.49.17 (Reachable)
onHai:2c6fc9-4a974e
J-u MAC: HonHai:2c6fc9-4a974e

Wi-Fi Client »
802.11
Address Channels: 1
MAC:; HonHai:2c6fc9-4a974e Type: 802.11n
AP: ap-cos-us-1
SSID: NSVisitor
Security: WPA2-P

Last Seen: 1:06:16 PM




Wi-Fi Demo

N l ' © Ne i
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ETHERSCOPE nXG

anet
3 voe @ 0 642

%.Q\%"?f’ﬂ“

—
=
=

weA2-P
) QA4

WPAZP
) sint-wian-odin et
a aps 1

WPAZP

(}ﬂ Ub.‘.‘ -54 dBm
g a pPs 1
() soakserver e
WPAP APs: 2
@ Chamber2.45 5748
Open a =
() chamber56 R
Open a =
[ Guest
Open
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Link-Live™  AirMapper™: Large Retail B
Signal (dBm) ~ 1stAP ~ = Filters
dBm
= 6080ft "=
L] 0 ¢ Path
> [ 100% O values
10
[ 20
D
i 30 /]
Lo
40 Bio
]
Al
50 N
il
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